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Setting up a secondary administrator account for better security. 
CPCyber recommends that users do not use an account with administrator privileges for everyday use. 

We recommend this for two reasons: 

1. A user can accidentally click on malicious files or links. 

2. Attackers can hack user’s computers which will give them the same privileges as the user’s 

account. 

Generally speaking, if you click on something that executes on your computer, the application is running 

using your account’s privileges. We recommend that you follow this easy guide for setting up a separate 

administrator account.  

By default, if you choose to run a file that will change the computer, Windows will simply have the User 

click YES on a popup. Attackers take advantage of this, because users are desensitized to this popup and 

almost ALWAYS click YES.  

Follow the guide below and you can have better security in just a few minutes! 

Open the “Add, edit, or remove other users” settings menu. 
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Select Add someone else to this PC 
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Select “I don’t have this person’s sign-in information” 
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Select “Add a user without a Microsoft account” 
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Enter the credentials for the new account. Note: It’s a good idea to use “admin” somewhere in the 

username to be able to delineate each account in the future. 

 

Select “Change account type” 
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Select Administrator 

 

Now that your new “administrator” account is setup we want to change our current account to a 

“Standard User” account. To do this you need to log out of the current account and log into the new 

“administrator” account. Don’t worry this will be the only time you have to log into the administrator 

account. 

After you log into the administrator account, go back to the “Add, edit, or remove other users” settings 

menu. 
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Select your original account and set the user type to “Standard User”. 
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The last step is to log out of the administrator account and log back into your normal user account. 


